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AMENDMENTS TO THE CLAIMS 

This listing of claims replaces all prior versions, and listings, of claims in the application: 

Listing of Claims: 

1. (Currently Amended) In a computerized system comprising a switching layer, 
and a sequence of one or more intermediate software layers of a network protocol stack, each of 
the intermediate software layers having a state object, a method for transferring control between 
one or more destination component devices and one or more source component devices, the 
control needed to process a plurality of state objects while still maintaining integrity of 
established network commimication, the method comprising the following: 

an act of generating an offload data structure, the offload data structure comprising 
a hierarchy of a plurality of state objects, the hierarchy corresponding to a plurality of 
connections sharing a common path state object the p lurality of state objects 
corresponding to a network protocol state for one or more intermediate software layers; 

an act of concurrently transferring from a source component device to a destination 
component device two or more state objects in the same intermediate software layer of 
the offload data structure; and 

an act of the destination component processing the two or more state objects at the 
same protocol layer after the transfer. 

2. (Original) The method of claim 1, wherein one of the destination component 
and source component is a peripheral device. 

3. (Original) The method of claim 2, wherein at least one of the two or more 
state objects includes a cached state variable. 

4. (Original) The method of claim 2, wherein the offload data structure includes 
a block list having at least a next block pointer that points to the same intermediate software 
layer of a different connection path through the network protocol stack, and a dependent block 
pointer that points to a different hierarchal layer of the same connection path through the 



Page 3 of 23 



Application No. 10/666,086 

Amendment "A" dated August 3, 2007 

Reply to Non-Final Office Action mailed May 4, 2007 



network protocol stack. 

5. (Original) The method of claim 2, wherein the act of transferring the offload 
data structure and the portion of the state object for each software layer is performed during the 
slow-start phase of a TCP connection. 

6. (Original) The method of claim 2, ftirther comprising an act of inserting an 
intermediate driver data structure in the offload data structure, the intermediate driver capable of 
deciphering and encapsulating incoming and outgoing data packets, as appropriate, wherein the 
outgoing data packets are packaged with one or more virtual local area network identifiers, and 
incoming packets are stripped of one or more virtual local area network identifiers. 

7. (Original) The method of claim 6, wherein the intermediate driver is capable 
of securing network traffic over one or more network links using an IPSEC protocol by 
performing one or more of adding and removing an authentication header to a data packet, and 
encrypting and decrypting the data packet, as appropriate. 

8. (Original) The method of claim 2, fiirther comprising: 

an act of the peripheral device generating one or more handles for one or more 
intermediate software layers, wherein the peripheral device transfers the one or more 
handles to one or more corresponding host protocol stack layers; and 

an act of, if at least one of the intermediate software layers changes cached state, 
the at least one of the intermediate software layers updating the cached state of the 
peripheral device. 
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9. (Original) The method of claim 2, wherein a failover event occurs, further 

comprising: 

an act of detecting that one or more links being processed at one or more 
corresponding peripheral devices have failed, the one or more failed peripheral devices 
having been given processor control of one or more offload data structures and one or 
more state objects; and 

an act of detecting a different one or more peripheral devices that are capable of 
handling processing control of the one or more links by receiving the one or more offload 
data structures and control of the one or more state objects. 

10. (Original) The method of claim 9, further comprising transferring to the 
source component the one or more offload data structures and processing control of the one or 
more state objects from the one or more failed peripheral devices, thereby uploading processing 
control of the one or more links firom the one or more failed peripheral devices to the source 
component. 

11. (Original) The method of claim 10, further comprising an act of detecting a 
processing resource of the different one or more peripheral devices; and adjusting the one or 
more state objects that have been uploaded from the one or more failed peripheral devices to 
match the detected resource of the different one or more peripheral devices, so that the one or 
more links can be processed at the different one or more peripheral devices rather than at the 
failed one or more peripheral devices. 

12. (Original) The method of claim 11, wherein the one or more links are 
aggregated 802.3ad links. 

13. (Original) The method of claim 9, further comprising: 

an act of detecting a processing resource of the different one or more peripheral 
devices; 

if one of the one or more offloaded state objects can be processed by the different 
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one or more peripheral devices based on the detected processing resource, transferring 
processing control of the one of the one or more offloaded state objects to the different 
one or more peripheral devices; and 

if the one or more offloaded state objects cannot be processed by the different one 
or more peripheral devices based on the detected processing resource, transferring 
processing control of the one of the one or more offloaded state objects to the host 
protocol stack. 

14. (Original) The method of claim 13, wherein the one or more links are 
aggregated 802.3ad links. 
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15. CCurrently Amended) The method of claim 1, wherein the In a computerized 
system comprising a switching layer, and a sequence of one or more intermediate software layers 
of a network protocol stack, each of the interm e diate software layers having a state object, a 
method for transferring control betw ee n on e or more destination component devices and one or 
more sourc e compon e nt devic e s, the control needed to process a plurality of state objects whil e 
still maintaining integrity of established n e twork communication, th e method comprising the 
following: 

a st e p for reducing the proc e ssing d e mands of a computerized system feat-is 
processing two or more state objects corresponding to the same intermediate software 
layer and wherein maintaining integrity of estabUshed network communication comprises 
preservin gb y transf e rring processing control of the two or mor e stat e objects in a way 
that pres e rves t he integrity of network communications with regard to state changes, 
failover events, and VLAN tags ^; and 

an act of the d e stination compon e nt proc e ssing th e two or mor e stat e objects at the 
same protocol lay e r aft e r the transfer. 

16. (Currently Amended) The method of claim 15, wherein the destination 
component is a peripheral device, step for transferring includes: 

an act of generating an offload data structure, the offload data structur e comprising 
a hierarchy of a plurality of sta t e obj e cts, the plurahty of state objects corresponding to a 
network protocol state for one or more intermediat e software lay e rs; 

an act of transferring fi'om a sourc e compon e nt devic e to a destination compon e nt 
devic e two or mor e stat e objects in the same int e rm e diat e software lay e r of th e offload 
data structur e . 

17. (Original) The method of claim 16, further comprising a step for updating the 
destination component in the event of a change in the state object, or in the event of a change in 
the offload data structure so that the destination component can still process the two or more 
state objects as intended without losing network conmiunication integrity. 
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18. (Currently Amended) The method of claim 17 claim 16 . wherein the step for 
updating the destination component includes the following: 

an act of the peripheral device generating one or more handles for one or more 
intermediate software layers, wherein the peripheral device transfers the one or more 
handles to one or more corresponding host protocol stack layers; and 

an act of, if at least one of the intermediate software layers changes cached state, 
the at least one of the intermediate software layers updating the cached state of the 
peripheral device. 

1 9. (Currently Amended) The method of claim 15 claim 16 . fiirther comprising a step 
for dynamically preserving the integrity of the network communications in the event of a failover 
event so that the one or more aggregated network links can be processed appropriately at a 
different one or more peripheral devices. 
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20. (Original) The method of claim 19, wherein the step for dynamically 
preserving the integrity of the two or more network links includes: 

an act of detecting that one or more links being processed at one or more 
corresponding peripheral devices have failed, the one or more failed peripheral devices 
having been given processor control of one or more offload data structures and one or 
more state objects; and 

an act of detecting a different one or more peripheral devices that are capable of 
handling processing control of the one or more links by receiving the one or more offload 
data structures and control of the one or more state objects; 

an act of detecting a processing resource of the different one or more peripheral 
devices; 

if one of the one or more offloaded state objects can be processed by the different 
one or more peripheral devices based on the detected processing resource, transferring 
processing control of the one of the one or more offloaded state objects to the different 
one or more peripheral devices; and 

if the one or more offloaded state objects cannot be processed by the different one 
or more peripheral devices based on the detected processing resource, transferring 
processing control of the one of the one or more offloaded state objects to the host 
protocol stack. 
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21. (Currently Amended) The method of claim 1, wherein the plurality of state 
objects are of hi a computerized system compriaing a switching layer, and a sequence of one or 
more intermediate softwar e layers of a network protocol stack, each of th e int e rmediate softwar e 
layers having a state obj e ct, a method for transferring control b e tween one or mor e destination 
compon e nt devices and one or more sourc e component devices, the control n ee d e d to process a 
plurality of state objects whil e still maintaining int e grity of e stabhsh e d n e twork communication, 
th e method comprising th e following: 

an act of g e n e rating an offload data structure, the offload data structure comprising 

a plurality of short-lived network connenctions connection ,^ — wherein the act of 

transferring comprises 

d e vice two or more short-lived network coimections in the same intermediate software 
layer of the offload data structure; and wherein the act of processing comprises 

an act of th e d e stination compon e nt p rocessing the two or more short-lived 
connections after the transfer. 



22. (Original) The method of claim 2 1 , wherein one of the destination component 
and source component is a peripheral device. 

23. (Original) The method of claim 22, wherein a state object includes a cached 
state variable, and one or more of a constant state variable, and a delegated state variable. 



24. (Original) The method of claim 22, wherein the offload data structure 
includes a block Ust having at least a next block pointer that points to the same intermediate 
software layer of a different coimection path through the network protocol stack, and a 
dependent block pointer that points to a different hierarchal layer of the same coimection path 
through the network protocol stack. 

25. (Original) The method of claim 22, wherein the act of transferring the two or 
more short-lived connections is performed during the slow-start phase of a TCP coimection. 
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26. (Original) The method of claim 22, fUrther comprising an act of inserting an 
intermediate driver data structure in the offload data structure, the intermediate driver capable of 
deciphering and encapsulating incoming and outgoing data packets, as appropriate, wherein the 
outgoing data packets are packaged with one or more virtual local area network identifiers and 
incoming packets are stripped of one or more virtual local area network identifiers. 

27. (Original) The method of claim 26, wherein the intermediate driver is capable 
of securing network traffic over one or more network links using an IPSEC protocol by 
performing one or more of adding and removing an authentication header to a data packet, and 
encrypting and decrypting the data packet, as appropriate. 

28. (Original) The method of claim 22, further comprising: 

an act of generating a handle for each layer of the intermediate software layers, 
wherein the peripheral device transfers the handle for each intermediate software layer to 
each intermediate software layer; and 

an act of, if at least one of the intermediate software layers changes cached state, 
the at least one of the intermediate software layers updating the cached state of the 
peripheral device. 

29. (Original) The method of claim 22, further comprising: 

an act of detecting that one or more links being processed at one or more 
corresponding peripheral devices have failed, the one or more failed peripheral devices 
having been given processor control of the two or more short-lived network connections; 
and 

an act of detecting a different one or more peripheral devices that are capable of 
handling processing control of the one or more links by receiving the two or more short- 
lived network connections. 
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30. (Original) The method of claim 29, further comprising transferring to the 
source component the one or more offload data structures and processing control of the one or 
more state objects from the one or more failed peripheral devices, thereby uploading processing 
control of the one or more links from the one or more failed peripheral devices to the source 
component. 

31. (Original) The method of claim 30, fiirther comprising an act of detecting a 
processing resource of the different one or more peripheral devices; and adjusting the one or 
more state objects that have been uploaded from the one or more failed peripheral devices to 
match the detected resource of the different one or more peripheral devices, so that the one or 
more links can be processed at the different one or more peripheral devices rather than at the 
failed one or more peripheral devices. 

32. (Original) The method of claim 31, wherein the one or more links are 
aggregated 802.3ad links. 

33. (Original) The method of claim 29, fiirther comprising: 

an act of detecting a processing resource of the different one or more peripheral 
devices; 

if one of the one or more offloaded state objects can be processed by the different 
one or more peripheral devices based on the detected processing resource, transferring 
processing control of the one of the one or more offloaded state objects to the different 
one or more peripheral devices; and 

if the one or more offloaded state objects cannot be processed by the different one 
or more peripheral devices based on the detected processing resource, fransferring 
processing confrol of the one of the one or more offloaded state objects to the host 
protocol stack. 

34. (Original) The method of claim 33, wherein the one or more links are 
aggregated 802.3ad links. 
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35. (Currently Amended) The method of claim 1 wherein the fa -a-computerized system 
further comprises comprising a central processing unit, and a plurality of peripheral devices, 
wherein the transfer of control corresponds to a switching layer, and a sequence of on e or mor e 
intermediate software layers, a method for t ransferring a plurality of offloaded aggregat e d state 
objects from one or more of the peripheral devices that has failed to another peripheral device 
that is capable of receiving one or mor e of the state obj e cts in th e plurality of offload e d stat e 
obj e cts, w hile still maintaining integrity of each -of the estabhshed network communicationHhe 
method comprising the following: , the method fiirther comprising: 

an act of detecting that one or more Hnks being processed at one or more 
peripheral devices has failed, the one or more failed peripheral devices having been given 
processing control of one or more state objects; 

an act of detecting a different one or more peripheral devices that are capable of 
handling processing control of only the one or more links; 

an act of detecting a different one or more peripheral devices that are capable of 
receiving processing control of the one or more links and one or more state objects; and 

an act of detecting a processing resource of any of the detected different one or 
more peripheral device s: and 

an act of transferring processing control to the one or more detected different one 
or more different peripheral devices . 

36. (Original) The method of claim 35, further comprising: 
if the different one or more peripheral devices are capable of handling processing control 
of only the one or more links based on the detected processing resource, an act of 
transferring processing control of only the one or more links to the different one or more 
peripheral devices; 

if the different one or more peripheral devices are capable of handling processing 
control of one or more links and one or more state objects based on the detected 
processing resource, an act of transferring processing control of the one or more links and 
the one or more offloaded state objects to the different one or more peripheral devices; 
and 
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an act of transferring processing control of any remaining of the one or more links 
and any remaining of the one or more offloaded state objects to the host protocol stack. 

37. (Original) The method of claim 36, wherein one or more of the offloaded 
state objects include at least a cached state variable. 

38. (Original) The method of claim 36, wherein the one or more links are 
aggregated 802.3ad links. 

39. (Original) The method of claim 36, further comprising, prior to the act of 
transferring processing control of the one or more links and the one or more offloaded state 
objects, inserting an intermediate driver adjacent a data structure comprising the offloaded state 
objects, the intermediate driver capable of performing at least one of multiplexing one or more 
VLAN tags, de-multiplexing one or more VLAN tags, directing network state object traffic over 
one or more peripheral devices, and securing network data packets using an IPSEC protocol. 
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40. (Currently Amended) The method of claim 1, wherein thefe -ar-computerized 
system further comprises comprising a host processing unit, and one or more peripheral devices^ 
and wherei n , a switching layer, and a sequence of one or more intermediate software layers at 
least some of the intermediate software layers w hich having h ave a state object, and wherein the 
method further comprises: a m e thod of ins e rting an int e rmediate driv e r adjac e nt an offload data 
structur e in order to bett e r facilitat e , during a n e twork conn e ction offload and/ or upload process, 
a virtual local area network, the method comprising th e following : 

an act of g e nerating an offload data structure, the offload data structure comprising 
a hierarchy of a plurality of state objects, the plurality of stat e obj e cts corr e sponding to a 
n e twork protocol state for one or mor e intermediate softwar e layers; 

an act of inserting one or more intermediate driver data structures within the 
offload data structure; an d wherein 

an act of t ransferring #em- acomprises transferring from the source component 
device to one or more peripheral devices the twoe ne or more state objects-ef-a 
corr e sponding interm e diate softwar e layer of th e offload data structure . 

41. (Original) The method of claim 40, wherein a failover event occurs, an 
intermediate driver corresponding with at least one of the one or more intermediate driver 
data structures performs a method comprising: 

an act of detecting a different one or more peripheral devices that are capable of 
handling processing control of only the one or more links; 

an act of detecting a different one or more peripheral devices that are capable of 
receiving processing control of the one or more links and one or more state objects; and 

an act of detecting a processing resource of any of the detected one or more 
peripheral devices. 

42. (Original) The method of claim 40, wherein the one or more intermediate 
driver data structures are inserted into the offload data structure prior to offloading processing 
control of the offload data structure to the one or more peripheral devices. 
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43. (Original) The method of claim 40, wherein the one or more intermediate 
driver data structures are inserted at the point of initiating an offload request of the offload data 
structure to the one or more peripheral devices. 

44. (Original) The method of claim 43, wherein, at least one of the one or more 
intermediate drivers includes instructions for performing an act of directing the sub-data packet 
to a VLAN address based on a virtual LAN tag associated with the sub-data packet, the 
instructions further comprising and at least one of: 

an act of receiving a multiplexed data packet; 

an act of de-multiplexing the data packet into one or more sub-data packets; 
an act of multiplexing a data packet; and 
an act of sending a multiplexed data packet. 

45. (Original) The method of claim 40, wherein the offload data structure 
corresponds with two or more state objects corresponding to the same intermediate software 
layer, and wherein the two or more state objects point to a single state object at a lower software 
layer of a network protocol stack, wherein the offload data structure has the appearance of an 
inverted tree. 

46. (Original) The method of claim 45, further comprising an act of transferring 
processing control of the entire inverted tree offload data structure to one or more of the one or 
more peripheral devices. 

47. (Original) The method of claim 46, further comprising an act of transferring 
processing control of one or more of the state objects of the inverted tree offload data structure 
firom the at least one of the one or more peripheral devices to the host protocol stack. 

48. (Original) The method of claim 47, wherein the act of transferring firom a 
source component device to one or more peripheral devices one or more state objects occurs in 
response to an act of detecting that at least one of the one or more peripheral devices has failed. 
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49. (Original) The method of claim 48, wherein an intermediate driver that 
corresponds with at least one of the one or more intermediate driver data structures performs the 
method comprising: 

an act of detecting a different one or more peripheral devices that are capable of 
handling processing control of only the one or more links; 

an act of detecting a different one or more peripheral devices that are capable of 
receiving processing control of the one or more links and one or more state objects; and 

an act of detecting a processing resource of any of the detected one or more 
peripheral devices. 

if the different one or more peripheral devices are capable of handling processing 
control of only the one or more links based on the detected processing resource, an act of 
transferring processing control of only the one or more links to the different one or more 
peripheral devices; 

if the different one or more peripheral devices are capable of handhng processing 
control of one or more links and one or more state objects based on the detected 
processing resource, an act of transferring processing control of the one or more links and 
the one or more offloaded state objects to the different one or more peripheral devices; 
and 

an act of transferring processing control of any remaining of the one or more links 
and any remaining of the one or more offloaded state objects to the host protocol stack. 
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50. (Currently Amended) A computer program product for u se in a comput e riz e d 
system comprising a switching layer, and a sequence of one or more intermediate software layers 
of a network protocol stack, each of th e intermediate software layers having a stat e obj e ct, the 
computer program product for implementing a method for transferring control betw e en on e or 
more destination component devices and on e or more sourc e component devic e s, th e control 
needed to process a plurality of stat e objects while still maintaining integrity of e stabhsh e d 
network communication, the m e thod comprising the following, the A_computer program product 
comprising one or more computer-readabl e storage media storin g having thereon computer- 
executable instructions that, when executed by one or more processors at the host computing 
system, cause the host computing system to perform the metho d recited in claim 1. , th e method 
comprising th e following: 

an act of g e nerating an offload data structure, th e offload data structur e comprising 
a hi e rarchy of a plurality of state obj e cts, th e plurality of stat e obj e cts corr e sponding to a 
network protocol stat e for one or mor e int e rm e diat e softwar e lay e rs; 

an act of transferring from a sourc e component d e vice to a destinat i on component 
d e vic e two or more stat e objects in the sam e interm e diat e softwar e lay e r of th e offload 
data structur e ; and 

an act of th e destination compon e nt proc e ssing th e two or more stat e obj e cts at tho 
sam e protocol lay e r aft e r the transf e r. 

5 1 . (Original) The computer program product of claim 50, wherein the computer- 
executable instructions, when executed by the one or more processors, further cause the 
computerized system to perform the following: 

an act of generating a handle for each layer of the intermediate software layers, 
wherein the destination component is a NIC, and the NIC transfers the handle for each 
intermediate software layer to each intermediate software layer; and 

an act of, if at least one of the intermediate software layers changes cached state, 
the at least one of the intermediate software layers updating the cached state of the NIC. 

52. (Original) The computer program product of claim 50, wherein the computer- 
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executable instructions, when executed by the one or more processors, further cause the 
computerized system to perform the following: 

an act of detecting that one or more links being processed at one or more 
corresponding peripheral devices have failed, the one or more failed peripheral devices 
having been given processor control of one or more offload data structures and one or 
more state objects; and 

an act of detecting a different one or more peripheral devices that are capable of 
handling processing control of the one or more links by receiving the one or more offload 
data structures and control of the one or more state objects. 

53. (Original) The computer program product of claim 52, wherein the computer- 
executable instructions, when executed by the one or more processors, ftirther cause the 
computerized system to perform the following: 

an act of detecting a processing resource of the different one or more peripheral 

devices; 

if one of the one or more offloaded state objects can be processed by the different 
one or more peripheral devices based on the detected processing resource, transferring 
processing control of the one of the one or more offloaded state objects to the different 
one or more peripheral devices; and 

if the one or more offloaded state objects cannot be processed by the different one 
or more peripheral devices based on the detected processing resource, transferring 
processing control of the one of the one or more offloaded state objects to the host 
protocol stack. 
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